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1 INFORMATION SECURITY POLICY (UoB-ISP01) 

1.1 Policy Statement 

It is the policy of the University of Bolton that all information it manages shall be 
appropriately secured to protect against the consequences of breaches of confidentiality, 
failures of integrity or interruptions to the availability of that information. 

1.2 Purpose 

1.2.1.1 The University collects, processes, stores and uses information as part of its academic and 

business processes. Information may be managed through computerized or manual 
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1.4 Structure of the Policy Documentation Set 

1.4.1.1 The Information Security policy document set consists of a hierarchy of subsidiary 

information security policies that all have equal standing. Policies are grouped in to two 

sets:  

1. Policies about the Organization

2. Policies for the use of information and information systems

1.4.1.2 A description of the policy documents is attached as Appendix A 

1.4.1.3 The status of the policy documents is given in section 10 of this document. 

1.5 Approval Process for the Policy 

1.5.1.1 This policy shall be ratified by the University through the University Executive Board to 

form part of its policies and procedures on expected standards on conduct and behaviour. 

It is applicable to and will be communicated to staff, students, partner organisations and 

other relevant parties. 

1.5.1.2 The approval of all subsidiary information security policies will be the responsibility of the 

University Executive Board. 

1.6 Responsibility for the Information Security Policy Documentation 

1.6.1.1 The Information Security Policy Documentation set shall be maintained by Head of 
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1.11 Information Security Sub-policy Stat us  

Sub Policy Reference Status 

Information Security Policy UoB-ISP01 Approved Feb 2012 

Business Continuity Planning UoB-ISP1.02 

Compliance UoB-ISP1.03 

Out-Sourcing and 3rd Party access UoB-ISP1.04 Approved Feb 2012 

Personnel UoB-ISP1.05 Approved Feb 2012 

Operations UoB-ISP2.01 

Information handling UoB-ISP2.02 Approved Feb 2012 

User management UoB-IPS2.03 Approved Feb 2012 

Use of computers UoB-IPS2.04 Approved Feb 2012 

System planning UoB-ISP2.05 

System management UoB-ISP2.06 

Network management UoB-ISP2.07 

Software management UoB-ISP2.08 

Mobile computing UoB-ISP2.09 Approved Feb 2012 

Guidance Note on Use of Mobile 
Computing devices 

UoB-ISP2.09a 
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1.12 Description of the Information Security sub-policies 

Policies about the organisation 

Information security 

UoB-ISP01 

Top level document issued by senior management, stating the 

importance of information security to the organisation and 

the objectives and scope of the Policy. Defines responsibilities 

for information security and refers to more specific policy 

documents. Links to organisational contingency and disaster 

recovery plans. To be read by all users. 

Business continuity planning 

UoB-ISP1.02 

Documents that set out the process for assessing and 

addressing risks to business continuity. Defines 

responsibilities for preparing and implementing business 

continuity plans. To be read by those involved in business 
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Optional Policy about the organisation 

Teleworking Document setting out additional policies that apply to 

teleworking. Teleworkers are likely to require greater access 

to data and systems even than mobile workers so represent a 

greater security risk. Also includes procedures for 

maintenance and backup of teleworking systems and 

compliance with applicable regulations. To be read by all 

teleworkers and their managers. 
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UoB-ISP2.08 use of software, the features provided and granting of access 

to software packages. Also includes maintenance of software 

with appropriate procedures for upgrades to minimise the 

risk to information. To be read by all those specifying or 

installing software. 

Mobile computing 

UoB-ISP2.09 

Documents setting out additional policies that apply to the 

use of portable computing devices and/or access from offsite 

l
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3 PERSONNEL POLICY FOR INFORMATION SECURITY (UoB-ISP1.05) 

3.1 Purpose 

This policy deals with the recruitment, management and departure of staff.  It aligns with 

Human Resources policies. The term Staff  in the policies below should be taken to include 

employees, temporary staff, governors, contractors, consultants, external auditors, 

volunteers, work placements  and partner organisations, wherever there is a contract 

between them and the University of Bolton which requires or allows that party or that 

party's employees to access the University of Bolton's information systems or data. These 

policies reflect  

�x the employment of staff

�x and training of all staff

�x departing staff

�x the special cases of disaffected staff.

3.2 Policy on Employing Staff 

The Terms and Conditions of Employment and for external parties the Contractual Terms of 
the University of Bolton must include  the employer's and employee's requirements to 
comply with information security policies. 

3.3 Controls and Processes 

3.3.1.1 As part of the Terms and Conditions of Employment, and for external parties the 

Contractual Terms, all staff are required to sign a formal undertaking concerning the need 

to protect the confidentiality of information and to follow the University of Bolton's 

information security policies, both during and after their employment with the University 

of Bolton. 

3.3.1.2 
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3.8 Policy on Disaffected Staff 

Management must respond quickly yet discreetly to indications of staff disaffection, liaising 
as necessary with Human Resources management and the Information Security Officer. 

3.9 Controls and Processes 

3.9.1.1 Upon notification of staff resignations, dismissal or suspension, Human Resources 

management must consider with the appointed Information Security Officer whether the 
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4 INFORMATION HANDLING POLICY (UoB-ISP2.02)  
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5 INVENTORY AND CLASSIFICATION OF INFORMATION ASSETS POLICY 
(UoB-ISP 2.02.01) 

5.1 Policy statements 

All information used for, or by the University, must be filed appropriately and according to its 
classification.  An inventory will be maintained of all the University's major information 
assets and the custodian of each asset will be clearly stated.  

Within the information inventory, each information asset will be classified according to 
sensitivity using the University's agreed information security classification scheme. 

Classified information and outputs from systems handling classified data must be 
appropriately labelled according to the output medium.  

5.2 Controls and Processes 

5.2.1.1 Information assets should be documented in a form that is easily maintainable e.g. a 

spreadsheet, containing useful information about each information asset identified 

including:  

�x Description or descriptive name.

�x Location(s) of the information asset.

�x Staff member with responsibility for handling the information or managing the
information asset.

�x The type(s) of information stored or processed.

�x Origin or custodian of the information stored or processed.

�x The importance of the information stored or processed.

�x Any special or non-standard security measures required

5.2.1.2 This document should be reviewed regularly by the information custodian. as identified by 

their position.  The University list of information custodians by job role is set out in the 

Information Custodians section. 

5.2.1.3 Information assets include, but are not limited to, data in databases and data files, system 

documentation, user manuals, training materials, operational and support procedures, 

continuity plans and archived information 

5.2.1.4 Information assets should be classified according to sensitivity of the data, criteria for 

which  are set out in the Data Classification section  : 

�x highly sensitive or confidential

�x sensitive

�x personal

�x internal (to the University) usage

�x public domain or unclassified
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5.2.1.5 Labelling of output should reflect the most sensitive information held within it and carry an 

appropriate and prominent label within the output e.g. printed headers on paper output 

5.2.1.6 Periodically reviewing and updating the list of important information assets is 

recommended. Performing at least a basic non-technical review of how the information 

involved is handled may help to identify one of these common problems that can lead to a 

security incident:  

�x Expectations differing between the information owner(s) and staff responsible for
handling the information. Examples:

o The information custodian incorrectly assumes their data is being regularly
backed up.

o The information custodian incorrectly thinks someone else is looking after the
security configuration of the system where it is stored.

o Staff handling documents do not realise they should be locked away out of sight
when not in use.

�x No current member of staff is taking responsibility for the asset or information held.
Examples:

o The security of an operational computer system is no longer being adequately
maintained as a result of a staff change.

o Computer storage media or documents are abandoned.

�x The handling requirements appropriate for the information in question are unknown
therefore suitability of the measures in place is in doubt. Example:

o A file of sensitive personal information is found stored in an insecure area.

�x Scope of access to confidential data is not being controlled appropriately. Example:
o
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10 Data Classifications 

Unclassified 
/ Public 
domain 

Information which is not confidential or personal and which may be 
disseminated within the organisation and without. An example is the 
prospectus 

Internal 
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�x any student on a course leading to a recognised qualification taught within and 

awarded by the University, or other full-time student of the University; 

�x short course students 

�x any person holding a contract of employment with the University; 

�x any person employed by partner organisations where there is a contract between 

the partner and the University of Bolton which includes access to UoB systems. 

�x any person holding an honorary position recognised by the University; 

�x any person recommended by the Head of Department. 

�x alumni registering for limited access 

11.3.2.5 With the exception of access to material intended for the general public, use of 

information systems and networks shall be restricted to registered users. 

11.4 Disciplinary Process 

11.4.1.1 Where there is found to have been a deliberate attempt at unauthorised  access, or to 

subvert the controls on access to University information systems and data, the University 

may initiate the appropriate disciplinary processes.  

11.5 Management of System Privileges 

11.5.1 Policy 

Access to all systems must be authorised by the information system owner and a record 
maintained of all authorisations, including the appropriate access rights or privileges. 

11.5.2 Controls and Processes 

11.5.2.1 Procedures shall be established for all information systems to ensure that users' access 

rights are adjusted appropriately, and in a timely manner, whenever there is a change in 

business need, a user changes their role, or a user leaves the organisation.   

11.5.2.2 Users' access rights will be reviewed at regular intervals. 

11.6 Additional Controls and processes 

11.6.1 
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information and equipment.  In certain circumstances to be evaluated on a case by case 

basis researchers may be provided with access to an email account after they have left the 

employment of the University for a limited time. 

11.6.2 Contractors and Visitors 

11.6.2.1 All visitors to Departments should have official identification issued by the University and 

their arrival and departure times recorded. If temporary passwords need to be issued to 

allow access to confidential systems these need to be disabled when the visitor has left.  

11.6.2.2 Visitors should not be afforded an opportunity to casually view computer screens or 

printed documents produced by any information system without authorisation. 

11.6.2.3 There is a requirement for Information System owners to have a procedure in place for the 

secure control of contractors and partner organisations called upon to maintain and 

support computing equipment and software. The contractor may be on site or working 

remotely via a communications link. 

11.6.3 Connection to the Internet 

11.6.3.1 Staff (which shall include contractors and third party providers) and students who wish to 

connect their own equipment to the University's wired network must have their 

�Z���}�v�v�����š�]�}�v�[�����‰�‰�Œ�}�À���������Ç���h�v�]�À���Œ�•�]�š�Ç���}�(�����}�o�š�}�v�����}�u�‰�µ�š�]�v�P���^���Œ�À�]�����•�X 

This Policy to be Read by: 
Staff �9
Students �9
Governors �9
Consultants �9
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12 USE OF COMPUTERS POLICY (UoB-ISP2.04) 

12.1 Purpose 

This sets out the responsibilities and required behaviour of users when accessing the 

University of Bolton information systems or when using non-connected computers which 

will later be used to access University of Bolton information systems.  Policies, controls and 

processes  include those for: 

�x User identification (see also "User Management Policy")

�x Protection against malicious and mobile code

�x Back-up

�x Exchange of Information

�x Operating system access control  (see "User Management Policy")

12.2 User identification 

12.2.1 Policy 

All users shall have a unique identifier (User ID) for their personal and sole use for access to 
all University of Bolton computing services. (See also " User Management Policy") 

Users shall be required to follow good security practices in the selection and use of passwords 

12.2.2 Controls and Processes 

12.2.2.1 The user ID must not be used by anyone else and associated passwords shall not be shared 

with any other person for any reason. 

12.2.2.2 Where possible IT systems should authenticate the User Id and password against the 

central directory service or LDAP or Federated identity management system. In some cases 

it will be more secure for a system user ID to be limited to the host IT system. 

Arrangements for new IT systems must be agreed with the central IT service. 
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12.3 Protection Against Malicious and Mobile Code 

12.3.1 Policy 

Information system owners must ensure that both portable (e.g. laptops) and non-portable 
(e.g. desktops) equipment is suitable secured - especially when left unattended to avoid risk 
of interference or misuse. 

Files downloaded from the internet that include mobile code and files attached to electronic 
mail must be treated with the utmost care to safeguard against malicious code and 
inappropriate material. 

Employees are not permitted to load unlicensed software onto the University of Bolton's 
PCs, laptops or workstations without expressed permission from the University computing 
service.  

12.3.2 Controls and processes 
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This Policy to be Read by:  
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13 MOBILE COMPUTING POLICY (UoB-ISP2.09) 

13.1.1 Purpose 

As modern mobile computing devices can carry information assets away from the 
University's premises (and security precautions) those information assets may be subjected 
to increased risk e.g. loss or theft. Similarly, staff can utilise non-University equipment to 
access University information systems and the University cannot rely on that equipment to 
be properly protected.  Also, the transfer of information assets from secure to non-secure 
equipment may compromise the University's Information Security Policy and can have legal 
implications if those information assets are later disclosed from the non-University 
equipment. 

13.2 Mobile Computing 

13.2.1 Policy 

The Persons (employees, contractors and partner organisations staff) accessing University of 
Bolton information systems remotely to support their business activities must be authorised 
to do so by the information owner 

13.2.2 Controls and Processes 

13.2.2.1 A risk assessment of the information asset being accessed must be carried out by the Head 

of IST&L together with the information asset owner especially if the information asset is 

being accessed using non-University equipment. 

13.2.2.2 Sensitive or confidential data must not be copied, replicated or downloaded to mobile or 

remote devices without the permission of the information asset owner. Where permission 

is granted, adequate steps must be taken by the user to protect sensitive or confidential 

data whilst it exists on the mobile or remote device.  

13.2.2.3 The University of Bolton will publish guidelines for users of mobile computing equipment 

advising them on how these should be used to conform to the University's Information 

Security policy and other good practices. 

13.2.2.4 Loss of equipment (university or non-University) that has been used to access the 

University's information assets or that may have a  copy of some or part of the University's 

information assets must be reported to the Head of IST&L.  For the avoidance of doubt, 

equipment in this case includes any device that can access data or hold data in a retainable 

form (e.g. hard disks, CD-ROMs and USB flash drives, including devices that incorporate 

such facilities such as mobile phones and MP3 players) 
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13.2.2.6 The loss of sensitive or confidential data held on mobile or remote devices may be treated 

as a disciplinary issue by the University, especially where there is evidence of carelessness 

or failure to follow recommended procedures. 

This Policy to be Read by: 
Staff 
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the University due to poor practice or negligence on your part, disciplinary action may be 

taken against you,  where the ultimate sanction is dismissal from the University. 

14.2 Required Practices with Mobile Devices 

All users are required to abide by the following practices. 

1. You must not  store confidential/sensitive or personal data e.g. info relating to living

individuals that has been provided the University, on  a mobile device without prior

authorisation from the data owner or custodian. You may not save copies or extracts of

student or staff records, exam marks etc without expressed permission.

a. confidential/sensitive or personal data stored  on a mobile device,  must be

encrypted using a minimum of AES 128 bit encryption with a strong key/password of

at least 10 characters (see password guidelines).

b. Microsoft office 2007 provides a facility to encrypt word and excel files in AES 128

and provides an easy secure option for documents

c. AES 256 bit USB pen drives are available widely and are recommended. Some

models will destroy the data after six failed attempts to crack the password. Other

secure USB drives with combination locks etc have been show to be easy to hack

and should be avoided.

2. Any device  that pulls e-mail from the University systems e.g. Smartphone, Blackberry,

iPhone etc, whether owned by the University or by the individual, must be effectively

protected with a system authenticated password.

3. Sensitive or confidential data should, ideally, not be passed by e-mail. Where this

unavoidable, it must be encrypted.

4. Disable Wi-�(�]�����v�������o�µ���š�}�}�š�Z���Á�Z���v���Ç�}�µ�����}�v�[�š���v���������š�Z���u�X���E�}�š���}�v�o�Ç�����}���•���š�Z�]�•���u���l�����Ç�}�µ�Œ
mobile device more secure but saves on the battery use. Disabling/enabling these features

varies from device to device - your lap-top and Smartphone manuals will contain the details.

5. Avoid accessing or transmitting sensitive/confidential data when connected to  public and

open wi-fi  hot spots.

6. When using your laptop in public spaces e.g. on trains, airport lounges, you must take care

over what can be seen on your screen.

7. Care should be taken to protect mobile devices from theft:

�x Lock laptops, and tablet computers in the boot when parked or travelling by car

�x Don't leave your phone in an unattended car - 50% of all mobile thefts are from

vehicles
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15 Dissemination and Access to the Policy 

This Policy set will be available on the University website (staff: information security) 
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